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Databases Protection

B BUEEERIP: HEBRAIRD L & M R B R T AR
ﬁ%ﬁﬁh REAE, UNAERBEECREHFER
ik S
B HEFEARIFIEE A7 SR SEER
o SEEMITHIFA

+ Enable constraints

o BREMEHIFAR

+ Authorization and authentication

o WIEFEMRERA

+ Deal with failure

o FHERIEHIFLA

+ Deal with data sharing
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BAEE RGN A

Concurrency Control

DB
(consistency
constraints)

N L

HI3;

=

1

ZNEFEFFERLEE
WE

i

B, ZRfaIRd
HI—E14E?
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FENE

o HEBESHRE

B HAEZAESTH M
(Scheduling and Serializability )

m fi5A ML (Locks)
n EZHIRESRA
= SE i
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—\ FEBRIEMH X% 0)E

n HERE
o M FDBSH, WMRZ 4K EEE—HBEiHITH
1’I55F’"7'7 - & HRME

o HABIEEZINESZ 2B~ EHETIL, BIES
BIfE=14 (Isolation)

o DBMSHIH 4 1ZEH|IFREH RN EAHLESZHNIT, &
WEHEEN—EE, B mE N ERHEE

B HRREBESSIE=ZRDRE (ZEAFREEE)

o ELE#H (Lost update)
o PEiE (Dirty read / Uncommitted update)

o ~—H 4% (Inconsistent analysis)
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1. EELEFOM

Fif [] HET HHT2 BPEEHARE

1 1000

2 Read(A,t)

3 Read(A,t)

4 t=t-100

5 t=t+100

6 Write(A,t)

7 Commit 900

8 Write(A,t)

9 Commit 1100
$IR B 2G5 T L 7
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EFIEREMOPITRE & o 5

(A1)
t=t-100

JEIRFEH: FHECommit iAW EREFEANLIEE o e

mmmmmm

Commit | 1100

/

HET2

N

L BE B AR 55 2%
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2. JEi%E|o)/m

Fif [] HET HHT2 BPEEHARE
1 1000
2 Read(A,t)
3 t=t-100
4 Write(A,t)
5 Read(A,t)
6 Rollback t=t+100 900
7 Write(A,t)
8 Commit 1000

FERE: FSSENFHER V{HIERRZ R HHE
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3. Z:_ﬁﬁdaﬁl‘ﬂl%ﬂ

RS HRE: 55 T i i

BAEE RGN A

Fif [] HET1 HET2
1
2 Read(A,t) Read(B,t)
3 t=t-100
4 Read(A,v)
5 Write(A,t)
6 Commit
7 Sum=t+v
8 Commit

10
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) R AR {A] R ?

m —MrFE
o ILFIBEFZF — 1 — " HEITIIT
s — M EZERITHETES R EEE
s NEEADFIRRGERER, WERT
B B—MWEE
0o N T RPAEDBMSHEZHIERNHR, MARIFE
FAMRIEBRIEHLZINIT

o X

S WAURER SHEZPITRIIERAME; LR IEFRNG A
EMITESHHLBRE
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—. AE (Schedule)

Example

T1:

Read(A, t)
t < t+100
Write(A, t)
Read(B, t)
t < t+100
Write(B, t)

Constraint: A=B

BAEE RGN A

T2:

12

Read(A, s)
S ¢« SX2
Write(A, s)
Read(B, s)
S ¢« SX2
Write(B, s)

&3 (jpg@ustc.edu.cn)



—. AE (Schedule)

Schedule A
T1 T2 A B
Read(A, t); t « t+100 25 25
Write(A, t); 125 25
Read(B, t); t « t+100;
Write(B, t); 125 125
Read(A, s); s « sx2;
Write(A, s); 250 125
Read(B, s); s « Sx2;
Write(B, s); 250 250

BIEERG KN 13 &REM (jpg@ustc.edu.cn)



—. AE (Schedule)

I
Schedule B
T1 T2
Read(A, s); s « sx2;
Write(A, s);
Read(B, s); s « sx2;
Write(B, s);

Read(A, t); t « t+100
Write(A, t);

Read(B, t); t « t+100;
Write(B, t);

BIRERGE RN

14

A B
25 25
50 25
50 50
150 50
150 150
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—. AE (Schedule)

Schedule C
T1 T2 A B
Read(A, t); t « t+100 25 25
Write(A, t); 125 25
Read(A, s); s « Sx2;
Write(A, s); 250 25
Read(B, t);
t«< t+100;
Write(B, t); 250 125
Read(B, s); s « sx2;
Write(B, s); 250 250
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—. AE (Schedule)

Schedule D
T1 T2 A B
Read(A, t); t « t+100 25 25
Write(A, t); 125 25
Read(A, s); s « Sx2;
Write(A, s); 250 25
Read(B, s); s « sx2;
Write(B, s); 250 50
Read(B, t);
t«< t+100;
Write(B, t); 250 150
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—. AE (Schedule)

Schedule D
T1 T2' A B
Read(A, t); t « t+100 25 25
Write(A, t); 125 25
Read(A, s); s « sx1;
Write(A, s); 125 25
Read(B, s); s « sx1;
Write(B, s); 125 25
Read(B, t);
t«< t+100;
Write(B, t); 125 125

BIEERG KN 17 &M (jpg@ustc.edu.cn)



1. AENEX

mEE
o ZNEFHIEE BRIERETEHFRRITFS

T1: r1(A) w1(A) r1(B) w1(B)
T2: r2(A) w2(A) r2(B) w2(B)
Sc = r1(A) wi(A) r2(A) w2(A) r1(B) w1(B) r2(B) w2(B)

Note
o BAEFEBNEFIEERIEFREFREINF
o BHAENAZE
© BHREERMIRIRTS (Initial state)

» BHEAIE X (Transaction semantics)

LN
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1. PERNENX

I INEFHALXBPITEFESWEEL R

Example:
Sc=r1(A) wi(A) [Z(A) w2(A)) [1(B) w1(B) r2(B) w2(B)

e
Sa = r1(A) wi(A) r1(B) wi(B) r2(A) w2(A) r2(B) w2(B)
\_ L %

g N
T1 T2

What is a correct schedule?
And how to get a correct schedule?

BIEERG KN 19 &M (jpg@ustc.edu.cn)



2. A E{LiBE (Serializable Schedule)

®m What is a correct schedule?
o Answer: a serializable schedulel!

m FHITHE (Serial schedule)
o ENEBEFzERBEMREXEINT, FS—
— AT
oS=T1T2T73...Tn

m Serialzable Schedule

o MIR—NMAENGEREFE—HRITHEIITRHIER
g}%ﬁ\ )r"ﬁ"' ZEE A RCIAE, BNEA AT S
)i
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2, AIRHIAE

m AR IERYE
o Consistence of transaction: ENESHIMIT
IEDBM— N —BURAS T E) 5 — M —BURES

o NIMNEFZBITAEMITINIRIE Consistence of
DB

i rializabl
transactions —Scheduler | —» S22 1
schedule
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2. ATERIAE

B Is a schedule a serializable one?

o We MUST

+ Get all results of serial schedules, n!

+ See if the schedule is equivalent to some serial

schedule

Too difficult to
realize

BIEERG KN

> Other approaches?

{1 A B A

22 &M (jpq@ustc.edu.cn)



3, zEal &4 (conflict serializable)

m Conflicting actions

o Say

Fi(X) : 2L TiBIEXERE (Read(X, t))
SWi(X) : =& TithEXIR{E (Write(X, t))
o MSEIR(E

BIEERG KN

r1(A)  w2(A)

w2(A) r1(A)

w1(A)

|

w2(A)

/

VR — R
%, HEAEIE
R

A\

23
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3, yhzEaf & (conflict serializable)

m Conflicting actions

o MNRIPFE P—X1EERIERL MR, NEKSFU
RENBNITIRFZ®, MECSHTHP—)
ESHsLNITER

o MNRANELIRIEA MSE, M UFEREPIZHE
i
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3. HEFHM

I
Schedule C

T T2 A B

Read(A, t); t « t+100 25 25

Write(A, t); 125 25
Read(A, s); s « sx2;
Write(A, s); 250 25

Read(B, t);

t « t+100;

Write(B, t); 250 125
Read(B, s); s « sx2;
Write(B, s); 250 250

Sc = r1(A) w1(A) r2(A) w2(A) r1(B) wi(B) r2(B) w2(B)
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3. WA

Sc = r1(A) wi(A) r2(A) w2(A) r1(B) w1(B) r2(B) w2(B)

N

Sc’ = r1(A) wi(A) r2(A) r1(B) w2(A) w1(B) r2(B) w2(B)

N

Sc’ = r1(A) wi(A) r1(B) r2(A) w2(A) w1(B) r2(B) w2(B)

_

Sc’ = r1(A) wi(A) r1(B) r2(A) wi(B) w2(A) r2(B) w2(B)

N

Sc’ = r1(A) wi(A) r1(B) w1(B) r2(A) w2(A) r2(B) w2(B)

N

N AN /
Y e

T T2

Schedule A

BAEE RGN A 26
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3. WA

Sc = r1(A) wi(A) r2(A) w2(A) r1(B) w1(B) r2(B) w2(B)

x .

[F] — N 55 I ERAE D INRF B T R I 7 MRERAE
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3. HEFHM

Schedule C WP IEARIBA25
T1 T2 A B
Read(A, t); t « t+100 25 25
Write(A, t); 125 25
Read(A, s); s « sx2;
Write(A, s); 250 25
Read(B, t);
t< t+100;
Rende, o5 3
Write(B, t); 250 125
Write(B, s); 250 50

BAEE RGN A 28 &AM (jpq@ustc.edu.cn)



3. HEFHM

m JHZEEAfY (conflict equivalent )

o S1, S2 are conflict equivalent schedules if
S1 can be transformed into S2 by a series
of swaps on non-conflicting actions.

m HZEA[ 14 (conflict serializable)

o A schedule is conflict serializable if it is
conflict equivalent to some serial schedule.
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3. WA

n EH

o MR—MEAEREMRA &%, MZBEEAE
A

® Note
o (NAFTFH

ad
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4. 5% (Precedence Graph)

m LS E AT 3w R Ry F B
m Lk EER
o 453 (Node): E5
o BEA (Arc): Ti—>Tj, WwETi <, Tj
o FETIPRRIEALMTiPARIEA2, e
¢ A17EA2F], HH
o A1FIA2 2 HSSHR1E
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4. L7EHE

Example

S = r2(A) r1(B) w2(A) r3(A) w1(B) w3(A) r2(B) w2(B)
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4. L7EHE

Example

S = r2(A) r1(B) w2(A) r2(B) r3(A) w1(B) w3(A) w2(B)
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4. L7EHE

m LEESHaEn] f i
o B{E—NMEES, WESHMEEIP(S), &EP(S)F
IIF, NSH EHSER] H4E
o WERR: VAL

+ see “"H. Molina et al. Database System
Implementation”
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Next

o HEBMESHR O

B HAEZAESTH M
(Scheduling and Serializability )

= SSAHEMSH (Locks)<
" EHHRES
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