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Databases Protection

ERIP: : HF ?*IJI?EJJ:%%FP%' .

Bk E

" WIEE

PRAPIE IS AN 75 T SR SEER

o SEEMIEHIIA

+ Enable constraints

=TI AR
laﬂ.lﬁ&ﬂ-J:R

o BREMEHIFAR

+ Authorization and authentication

o

i

HIR 8 53R

+ Deal with failure

QO 7

&S HIERR

+ Deal with data sharing
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m HIEER 2T HIEA
m B FEUEH

m 58] FEEE S
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—\ WFEAEREMEHHIE

m EEERHBEENIER
55— EZNIERFZIIDBMS X HZ1H

- )tlgﬁ
il
h E’J%I

o EHFEEK

o WL %
=

BIEERG KN

it
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REEERNRIEE

E

BERFRAGERFN. EX&FHHIERE

JREFF TR BRAE
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—\ WFEAEREMEHHIE

m 5l [H#EEShE)RE] RBERENMARGELL
EHBEPMANLSE, BERATFEEE—HARN
f\:lliiilﬂli'%o leh\Tﬁggk E,J:I:ﬁy q:fE
o BEAENEEK=ARN—HARNFE T
o AR EMBECEMRK=FXEANFITH

o NMESHIK=RTH

SITEIEE: NREICRMSIHERE R, Flu
count/sum/averagess, {HA RTFEHHEMEIICTH.
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—\ WFEAEREMEHHIE

m ffi: [SQL:EANCIRE] EREFEFRANAFREHRMNOS, NERE
£—H Padministrator, {1 HEMOS, ZNELUER S5 5
B IEEEAT, HRNEE—PXEEHAadministrator, 8- CAIEHR
A12347 K ERE. EFPREIGEAARER:
o sql="SELECT * FROM user WHERE username =""
& textl.value & " ' AND passwd="" & text2.value & """
= HITEHMER R
o SELECT * FROM user WHERE username='administrator' AND p
asswd='1234'
= INRF(NEtext2BEMANTE1234, M2
1234 OR '1'="1, EHITHISQLIZAIMM T
o SELECT * FROM user WHERE username='adam' AND
passwd='1234' OR '1'="1'
o L TERWIE
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—\ WFEAEREMEHHIE

i RN RGETHNRERE

REMEHIRNX

......
..............................
. . *e

/| BIF T P|DBMS 7| OS [ DB |

I TN B =7 N N |
g IR Tt RIERR gy

FEES g/ RERE T

.........
...............
-----------

-------
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BEZEMITEINE.

FFRIR L E

Q

-

o KL TFNE
o FHUTHI
o MME

Q |

it
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—\ FHEES

m 7FEUEH] (Access Control) #lEIRYIhEE
o 121 (Authorization)
* MBI PEXFEHR
o I3F (Authentication)

o NTRELEERS ENNBAR (BIE&ZRAF) , &4
AR ftb B 77 BV BR E X3 b B9 & MR BB K A T4,
ﬁﬁﬁAMﬁniﬁﬁ

o I MG IENLHI—2LHRL T DBMSHIZ £ F 2%
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—\ FHEES

n EHEFEREHEIEE
o BXEFHUs4HI (Discretionary Access Control
, EFRDAC)
& C14y
¢ RIE
o smFI7FENIES] (Mandatory Access Control,
EF#R MAC)

» B1Zj}
® g
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1. HWEZER7

m 19834, XEMHMAIGHENINRSZEIEN
ihx/ETCSEC(Trusted Computer System
Evaluation Criteria), BHIEZEHAIX] 9

SRR

TRIFR « D, RIXRREH;
SES {@ Cl, TXEHE. SHEF. JEREY. 5

Y FEUTHIDAC
RIPLE B P——
G ¢ Bl, BHIFEUZHIMAC— — A {E 2% (LLE%)
RIPR {@ B2, RIFMLEHMHLIZIT. A LZiER;
+ B3, £HEMGEIESH]. AIERE;
ISIERIPE « A1, TERILINIE.
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1. BIEEEHNRA

= 1999 HE M 7 ERREWELRH, H7
ABRSRERERNIT M XRIT:

o B—%: AFRBFFIFRCLLE
0 BIP: RGHITIRIPRC2LK
o B=L: REMICEIFHBLE
o BIUL: LHHILIRIFHB2E
o BRL: KB UERIFHBIH
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2, BEFEUEH (DAC)

m [§]—
PR

m AERVA

H.

X TF A E R E RB A E R TFE

P3[R —XF R B B A a9 PR

I%FﬂTﬁﬂmﬁmﬁﬂﬂﬁEIM%ﬁ%

HAtn

BIRERG RN

'|'.|J
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(1) FHUBR

n FEWRARNERAR
o HIEXIHR
o HRIEAH
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(2) XREARFIBEEZRG TR FEHBR

BIENZR | BR{ERA

X | & X |E. ok MER. BE
Al (. Bk MEx. B
st [, MER. 0

L & ik, BA. B, NEx
BiEd | EIR. BA L B MER
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(2) XREARFIBEEZRG TR FEHBR

B SQLARFEPRE X F57E
> GRANT/REVOKE
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(3) TR

m flF: FEFIERNR

o THRI/RHIZGAF Mary # John R2FZ1MEA]
PR .

® GRANT CREATE DATABASE, CREATE TABLE TO Mary,
John

o IR FEEPIE ARG A
+® GRANT AL to Rose

-

FRose

~

BIEERG KN 18 &M (jpg@ustc.edu.cn)



(3) TR

B BlF: XTFITRR

@ GRANT SELECT ON authors TO public
GRANT INSERT, UPDATE, DELETE ON authors TO
Mary, John, Tom
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(5) BEFRUTHING

m ENXFHIR
o AR

B REFHR
o DBMS

nENRE
o WIENSRE: BIEE. £, BHFI. 7

n i
o BEWS IR IRPULH| A Wiz HE b B A3 SUREIERI 7L
n R

o FIREFAEHERN “IEME” . KEFNAAIHEIERELHE

o RE: XFAHSRUEL S BBEFRBRERHAITREEH, MBIELS
HERE MR

o FRR: XMRGEHIT M A EZ SIS 7 EE BRI
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(6) BEFEESIAGERT LR

HFPA

\ﬁhﬁ
Secure_File
Program a
Trojan Horse
Public_File

FH P Bif i Trojan HorseX$Secure_File#% Il 2|
Public_File 4 58 /5 B 25X
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3. &FHlFEES (MAC)

n GRS BIT L — N TR
s §— AP BHE T E— M RAIE

. 5(1%:1%:5:_/\5(1%; QBEEEEEFITHHA
FZ A LA EY
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(1) EEMEE

®m #£EMACH, DBMSERE:
ERV N N

B FERERRGHPRIIERISCE
o DBMSFETEIRHISEFRAF
o REAFPMEIHIE

B RERARSGHPHBIEE, BREERUE
o N
o EAR
o &3l

B £ BRSEFH 5> 9 E D
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(1) HREFRRC

B WFE&FMZEiE, DBMSHE(IEANSEH (E) iE
IR— U Efrid (Label)

o FHFMIBIREFRICTRATFES(Clearance Level)
o EEHIHMBEFRICTRIE R (Classification Level)
m BRREMRIETRETERA

o f5lan: #8% (Top Secret) / #1% (Secret) / AI{E (
Confidential) / A7 (Public)

= MACJI‘Ilﬁllﬁ'kzeﬁl_S(‘ltti{ZFE'JLabel%ﬂEﬁISE’JLabel

MACHE RN “MHERE” Bl “IhicZE”
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(2) sE$lFEEEH AN

B HE—HRP (BE—F%) Uiriclabel&EFE
AR, ?%Eﬁf&iﬂiﬂgﬁkﬂ’]ﬁﬂl%fﬁ
BE T H “
(1) ﬂéﬁ-%ﬂﬁﬁﬂliﬁﬁﬂk“'ﬁ%ﬂ:gﬁbﬁﬁ ST B}
, ZEMRA GEIZEEMN B RE;

(2) (REBFHENEREANFT (F/)hT) BEBE
i, ZESAGEEHENAZE.

glan. Wk (L% ATUEESNTR (PR KX,
(BT 3 30 BB Selb 20 E AR . BT R N R R SE Rk

)

73N
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(3) BFIFEIEFIFEFF A

MACR XM EARFHITERIFIC

Tt BB EH], FRICSHIEEF A SRV
REFEEBRFICERRA P AT LR E
MNEETESRINNREHE

-

-

MACTILABS
IEARSHE
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(4) MAC AIARG LEARS T

Secure |
A - Secure |
\#“T Secure,
Secure_File :
Program = A:w

Trojan Horse

Public

T ———— @ Public_File
P BEES AN | Secure |
Public%”‘é&%juﬁ{ﬁ Secure_File

2. AA¥FPublicH P #zE
Secure® & 4R
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(5) Trusted OracledfgyMAC

m Trusted Oracle: Oracle 7ZBYMACHRZA& (1991)

Example of a table in DBMS MAC mode:

ROWLABEL

EMPNO

ENAME

JOB

UNCLASSIFIED
SENSITIVE
SENSITIVE
TRULY_SENSITIVE
SENSITIVE
TRULY_SENSITIVE
TRULY_SENSITIVE
SENSITIVE
TRULY_SENSITIVE:ALPHA
SENSITIVE
UNCLASSIFIED
UNCLASSIFIED
SENSITIVE
UNCLASSIFIED

BAEE RGN A

MARTIN
BLAKE
CLARK
SCOTT
KING
TURNER
ADAMS
JAMES
FORD
MILLER

28

CLERK
SALESMAN
SALESMAN
MANAGER
SALESMAN
MANAGER
MANAGER
ANALYST
PRESIDENT
SALESMAN
CLERK
CLERK
ANALYST
CLERK

SAL

DEPTNO
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(6) EHETMACHZRREHIEE

B AT ARIEBERNHIERINEEREEYD, FRENRBAR
e £ RN Gk g

ZELRHASHAF

R E RV E \ TE 155 H % TR
WEE U | BRI U | kb U ]
iTE U | BERKR S |HE S S

ZELHAURAR

FrEZIRME

\ TE 1% H 7 Z 415

WEHE U | B3Rl U | kb U U

Uk Unoeeliloe #iF# U [NULL U |NULLU |U

C: Confidential

S: Secret

TS: Top Secret

BAEE RGN A 29 &M (jpq@ustc.edu.cn)



=\ PLEHLF]

L EHNHIHREREZ RIS TN FRLX L

R FH P B3 K,

B MENFEFENThEETIREHEE 4
, HEZE2{FRIPIENBEFH, FEEZSBEIE
2N HRGRIEK

m SEfRP, FLEINGHEISRRELEIE S ER:

o B M EHFI FiE— R REBE
o lE L HHiH—FE N FEHIER
o B T AP EEX MR EIET

-
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1 = 25451
B ffl: TEREBEEZFHEINRZEENER
m EEMITENRZESE M ECS_Student

CREATE VIEW CS_Student
AS

SELECT
FROM Student
WHERE dept='CS’;
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L E =45

n EMEEi#H—PE X FER
GRANT SELECT
ON CS_ Student

TO Z£F%;
n [EERHIE AR AR EREF IR
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AENG

m HIEER 2T HIEA
m HEFBUEFIRE

m afl FEUGES A

m L EHLE
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IRTE ARG 44

Chp.1 i E R 4k

Chp.2 HiEERGAK R Chp.3 XRZHIEHA  Chp.9 HHEKE
g5 &
Chp.4 SQL Chp.6 X RAYEREM.  Chp.10 JFiRiEH
i ﬁfr L
Chp.5 ZFE{SQL Chp. 11 &Mt
\(2[1[17 %ﬁ%)ﬁ&fr \
Chp.12 523
Chp.8 mﬁﬁrﬁﬁﬂz P12 7B

JL

Chp.13 B &
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Databases Protection

B BUEEERIP: HEBRAIRD L & M R B R T AR
ﬁﬁﬁﬁh REAE, UNAERBEECREHFER
ik S
B HEFEARIFIEE A7 SR SEER
o FEEMIEHIRA

+ Enable constraints

o BREMEHIFAR

+ Authorization and authentication

o WIEFEMRERA

+ Deal with failure

o FHERIEHIFLA

+ Deal with data sharing
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n HIBETEME
m SEEMZRAEH
 SEEMSCHEIRRS
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—\ WIEETTEMEHE

YR EESTRAE Ry L & i A P (5 B B B B [
%EEEM)\T VA EIEN R E. BlE$EiRRY
#

HEIHENBHREE

EERNTE M RIRFRIPBIEE P BIEN
o IFfAIME: BIENSEM. ez ERM
o B E: BIERTEBICEEAN. tnA#HE1—12

o THE T4 : E%TH—A§%MﬁAﬁ N iZ—5
o II—PABMERIR

-
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 SERMEFNSIN BB =1I8

o FENXINRE
o KEEINEE

4= r=n

1TJT

: el E e B M 2R FHRIALE

: REAPRZUNBRMEEKRERES 1
LR K
* MBIITAR (—KIBAH

A E)

¢ IRPITAR (BIMESFRITRERBRE)

o MR LMK

PHERABIEKIER:

s

55 [ TR E MR

4, MRB—ERHERRIERIBRITE .
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= DBA[GIDBMSizEH

2, FSTEMINE N

:II E,‘J_qﬂ%g'l‘i;mm“ y
EBXAR, FEBIFR=8857:
o il =t : ARG 4BHERE MM K EH:

REEH:

-

o ARFH: RERERAFPALNBERFIFEES T TATE
MR F M

o B MM :

m FEEMARANZ
i

fig?

3

BIEERG KN

FAENEL R

L. {Bj

5 241 N[a) [

40

.\_\L

BRGeRALTE
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2, SEEMEHNENX

B —XEEMHNE—1RxdE (D,0ACP)
o D(Data): ARIEABIBEIIR
o O(Operation): % EREMKEENHIEERRIE
o A(Assertion): HEXRERERIESIOEX AN
o C(Condition): FAEAKIEBEXRERIIEIR
o P(Procedure): i&/&TE MR i %4 pUid 12

FEESARAT HIR LHEABET 1000 JT
D | ARKIXR N SNO EE ZIREINT R A Sal & 1
O | HAFMES STUDENT JuA i AR R T e
A | SNO REENT Sal NEE/NT- 1000
C | & (WEAHTAHHILEH SNO EHE) | BRfR=##" ( fEHTER=83F Kid3)
P | FEABIT 4T
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B RARIAE

o RFLR., FNFLIR,

B IRARIRAVRTS

o FHISLR . BIELIR

uRARIE

BIEERG KN

H2E

o iﬁ%%’l‘i\ g’:%%%’l‘i\ %ﬂﬂ%%’l‘i

TCLHER LR
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1, RARNE TR

m RARBRE 5

o "R/AE: HF kA, xR EURKZRZIEEL
AR ;

o 25 FHXIHAVKR!, BYETeHE. BEFEM
Hl BBV A TR F 4

o TLLHPRAR : — N AP FEBMFE B FLR
BIZ)R ;
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IR RRALE 532K

[FI] iz ll‘jﬁDEPT, K EBI 1A FRDnane 5l A

F

F £

SR AAAAZT, 381485 Dept noFl| B

TG LR ]
CREATE TABLE DEPT
(  Deptno INIT,

Dname CHAR(9) NOT NULL,
Locati on CHAR(10),
PRI MARY KEY ( Dept no)

Dy ]
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1, RARNE TR

[BI] SEERMMERNESE, EBFAEEUM. T3k,

CREATE TABLE St udent
(Sno CHAR(9) ,
Snane CHAR(8) NOT NULL,
sex CHAR( 2) ,
age | NT, TLAF LR J
PRI MARY KEY (Sno),
CHECK(sex=' &' OR Snane NOT LIKE ' Ms. %)

) ;

« EMXTItEPSnanef sexﬁAEEEZIEJE’J*’]?E%#
- MR & WA RTIZINKEE, EARsex=" & KiL;
WP EEME, ERESname FARELIMG. FFk
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2, RUARMRIRET R

B RARMRORED

Q EB% lb\gl]ﬁi %& ﬂ_ﬁﬁi'ﬁ:uﬂ"}ﬂﬁﬁl
¥ EEI’JQ’]?ES”EFF

o flan: FERRPFRAEXRTL00

Q Ej]lu.\zl‘];E: %&E = M_W'Iklu\%-h-jj%_ﬂ'lklu\
B, #1 IBEZBIER R ERZREH
& 54N A% T S3BT500m AE -

MEIE ) BBLA+I#E*100

3

i)
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2, RARIEMARE K

m IRARIERAIEE 5

o WWSEEIE: HWFEBMEAIIRIIAIRE —THUNHESR,
HBEXIRE RITAE

= fohe = b,
o ST =g (51)

o SHESEEM i

<) kthEEM (D

—

SHREEMN

(FTRZI8)
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m 2% (Constraint)

m i &2% (Trigger)
m 0 (Rule) —Microsoft SQL Server
m 7S (Assertion) —Microsoft SQL Server
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2R
B AR AIERRFIEMABRPERSEE.
é"]gﬁ ;':71-11’.5& inxml‘im_é_ H/f

B SQLARIZIZR
o EEA®R (Primary Key)

— LB ok - FAR: EFIEEX,
o HE—#295K (Unique) ARt
o INgEZIR (Foreign Key) > s=ux. ELWIIEX
I:IFH v y A ¥ I
o REYHR (Check) e
o BMINEA R (Default)
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m

1. 4R

BREST R M R LIRSS

ST S HY RAEH SR I RE ik

DEFAULT ﬁ&ﬁﬁﬁ,mﬁﬁﬁ%%%ﬁﬂﬁ,M%ﬁ%ﬁ
—— YE N Z ) HIE

CHECK e e EANFISFH|H T L RE TG, Bifs & $iE

RGP NE SIS

PRIMARY KEY e, HMAEEBEAER, HARFFEANT
SEAR SR &

UNIQUE BHEENEEE—E, BEHITR
218 5e B FOREIGN KEY SE X AMG . 42 B8 3R A HAR LA

BAEE RGN A
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2, filAk=eg

s SEERABOEMIE, YERE LR
DML#RER], AILLEZM AL IZFETERNIT
AN BER1E
o filk#:{E: Update. Insert. Delete
o BT MA AR AIIASEINE AHIZIR .
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3. F

m %E'.ﬂ']%—éﬂm HFEHSQL(AAT-SQLY) BB /Y
ZHi5q]
o Where a1 & 8015 — AR &R AT LL A {ERL
sHAREHEA

* XREBEE
¢IN, LIKE, BETWEENZ X §i=

= SRET LURIBISR F P S R R — i,
R RF

u ZAFIAT AL —~ A

* T-SQL ZMicrosoft SQL Server #/ L FEH#SQL iFF
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o CR

3. A
m SIEHN [T-SQL)

“ATE RULE rul e _nane

AS condi ti on_expression

o BH
¢ rule_name: 2FANEZFR. FAUZFRLIMFFEIRIE

R

+ condition_expression: =& XN, FNar

BIEERG KN

L2 WHERE FAJE

{EA 1

SMEIRIET .

53
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3.

m ZEAMN [T-SQL)
o f7fiid#z sp_bindrule: FHNHERIFI=AH A
3 E N HHEIKE,

Q 1|:| /7E

®sp bindrule [ @ulenane =] 'rule'
[ @bjnane =] 'object nane'

> B
2 rulename: Nz

2 objname: FIZFTAHFEHENLEZ
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3. F

m B FEBWEPEZE—EmailgifLNIx 5,
HEAEESQRFAE.
o BIFEHM(T-SQL)
CREATE RULE rl _enuai |
AS
@al LIKE ' %@%'

o HRE RN (4 2 B =4 RIEMaIlFE)

sp _bindrule '"rl _email', 'student.Enmail'’
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4. BIE

m Create Assertionf| E—1\h5, XS
R BEHITIRIEF SHMAZE S ; BiS AL
R HR{EIF B 48

m ] PREIB—ITRIZERBABAEIT60A .
o T-SQL

= G

CREATE ASSERTI ON asser1 CHECK(60>=ALL
( SELECT count (*) FROM SC GROUP BY c#)),;
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n HIBETEME
m SEEMZRAEH
 SEEMSCHEIRRS
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