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Chp.1 iE E R itk

Chp.2 ﬁﬁﬁ%zﬁﬁsg Chp.3 XLAKIEER | Chp.9 BE5KE
/Dm \ / i ¥
Chp.4 SQL Chp.6 X&HEEM,  Chp.10 FFARI=H|
| ﬁfr \
Chp.5 ZFE{SQL Chp.11 528+
\(2[1[17 %ﬁ%)ﬁ&fr \

Chp.12 4

Chp.8 mﬁﬁrﬁﬁﬂz SHPREES

JL

Chp.13 B &
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R

Databases Protection

ERIP: : HF ?*IJI?EJJ:%%FP%' .

Bk E

" WIEE

PRAPIE IS AN 75 T SR SEER

o SEEMIEHIIA

+ Enable constraints

o BREMEHIFAR

+ Authorization and authentication

=TI AR
laﬂ.lﬁ&ﬂ-J:R

o

+ Deal with failure

i

HIR 8 53R

QO 7

&S HIERR

+ Deal with data sharing

BIEERG KN
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R ER EEHE

=1k
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FENE

= $%E’J%M&}§i§¢%fﬁ

€

W
UndoH7E
RedoH&
Undo/RedoH=E
Checkpoint

& PR — B FRIE A1

&R RGBS A

BIRERGE RN
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— BEFNRTERIFIEHRE

m E 55 (transaction)

o — AR EIRVIRIEFS, EHAPpBRIEELERM
, BAEBAME
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m EFRHF
o R1THEMC: AWK

1. 25

FEZ i E BibK)

a T R EFTPER

¢+ A=A-100
+B=B+100

(&r

R1007T. 1ZATE

o XANRIERANAI TN : BAEMY, ZEAEME

BIEERG KN
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m $%E’]ACID’I‘$ &

o |RF1F Atomicity

¢ BEEALATHIRF, H

i

o —H'¥ Consistency
* HEMPITRIES

o PRE14 Isolation

i

=5

THRIERAE N, BAEA

M= —BREERH—1—

* ZNEF—RENITIREEIAL
o FFA T Durability

» HFZ—BEpThEE, MARIEE

BIEERG KN

8

K AR
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2. EHRVIRA [in logs]

B <StartT>
o Transaction T has started
B <CommitT>

o T has finished successfully and all
modifications are reflected to disks

m <AbortT>

o T has been terminated and all
modifications have been canceled

BIEERG KN 9 &M (jpg@ustc.edu.cn)



3. EEMFEIBERIE

= Input (x): disk block with x —
memory

® Output (x): buffer block with x — disk

® Read (X, t): do input(x) if necessary
t < value of x in buffer

® Write (x,t): do input(x) if necessary
value of x in buffer « t

BIEERG KN 10 &M (jpg@ustc.edu.cn)



3. EEMFEIBERIE

B Input (x)
® Output (x)

Gl

m Read (x,t) I T

|

|

I

" |

m Write (x,t) . e —
Client Write(xit)\ X Database | |

E

|

Disk :

05 Server

BAEE RGN A 11 &AM (jpq@ustc.edu.cn)



4, FEFHF

A bank transfer || T1: Read (A,t);
_ o X NERAER
t<— t —100;\ mmm%‘ﬁﬁ@g

. _ HRAE,
Write (A,t); DBMSHI$ %

4

Read (B,b); e
t« t+ 100;1 | #fF0.
Write (B,t); ' ﬁﬁégjg;@
Output (A);

Output (B);

BAEE RGN A 12 &AM (jpq@ustc.edu.cn)



5. SQLXEFRI X #F

m SQLimERME T =M, RITNRAERFE
BAEE S5 AT HIFE S5
o Begin Transaction
o Commit Transaction
o Rollback Transaction
= MySQL
o Start transaction/commit/rollback
® Oracle
o CommitziCommit Work
o Rollbackz{Rollback Work

BIEERG KN 13 &M (jpg@ustc.edu.cn)



6. FRUEFERES

delimiter [/
CREATE PROCEDURE transfer({IN id_from INT, IN id_to INT, IN amount INT, OUT state INT)
[l BEGIN
DECLARE s INT DEFAULT &;
DECLARE a INT;
DECLARE CONTIMUE HAMDLER FOR SQLEXCEPTION SET s = 1;
S5TART TRANSACTION;
SELECT count(*) FROM account WHERE id = id_from or id=id_to INTO a;
1@ IF a < 2 THEN -- ELEF—EFFE
S5ET s = 2;
END IF;

[Fa L Ty T I O T S T S

SELECT balance FROM account WHERE id = id_from INTO a;
IF a < amount THEN -- =ZUR3E

S5ET s = 3;
END IF;
UPDATE account SET balance balance amount WHERE id
UPDATE account SET balance balance amount WHERE id =
IF = = @& THEN

SET state @5

COMMIT;

ELSE
SET state
ROLLBACK ;
-~ END IF;
—END //
delimiter;




7. ADORR{ERHESHwIE

= ADODB.Connection® R T EmHE
o Open, Close

o Execute ‘FI#1TSQLIEA]
o BeginTrans, CommitTrans, RollbackTrans ‘fTZE% %1%

u Al

Dim cnn as New ADODB.Connection

cnn.Connectstring="DSN=Mysql; SERVER=192.168.1.11; UID=root;
PWD-=root; PORT=3306; DATABASE=mydb"

Cnn.CursorLocation=adUseClient

Cnn.Open

BIEERG KN 15 &M (jpg@ustc.edu.cn)



7. ADORR{ERHESHwIE

On Error Goto RollbackAll

cnn.BeginTrans - WEIEEE T B PR EB AL 25 T — 1 F 5

Dim rst1, rst2 as New ADODB.Recordset -- 777 iR HT 22 #) 27

rst1.0pen “account’, cnn, adUseClient, adOpenKeyset, adLockOptimistic, adCmdTable

rst1.AddNew -- 22713 107

rst2.0pen “summary”, cnn, adUseClient, adOpenKeyset, adLockOptimistic, adCmdTable

...... -- BB I summary 7%
-- L REF 1T BRI "R, RollbackTrans
If rst2.EOF and rst2.BOF Then

Goto RollbackAll
End If
cnn.CommitTrans -- 422X FH 5 EF5H, FEXFFH
cnn.Close

RollbackAll: -- RollbackZE45 HILR (£ 5 — /T4 PE
cnn.RollbackTrans
cnn.Close

BAEE RGN A 16 &REM (jpg@ustc.edu.cn)



— BIEER—BUMEFNIE BT

= —E 4 (Consistency)
m F7#ft (Correctness)
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1. Consistency

Integrity or consistency constraints

® Predicates data must satisfy

m Examples:
- X is key of relation R
- X >y holds inR
- Domain(x) = {Red, Blue, Green}

BAEE RGN A 18 &M (jpq@ustc.edu.cn



1. Consistency

m Consistent state: satisfies all integrity
constraints

m Consistent DB: DB in consistent state

BIEERG KN 19 &M (jpg@ustc.edu.cn)



1. Consistency

= DB will not always satisfy constraints

Example: a1 + a2 +.... an = TOT (constraint)
Transaction: Deposit $100 in a2: a2 < a2 + 100

TOT « TOT +100

a2 50

TOT 1000

State 1:
consistent

BIRERGE RN

150

1000

State 2:

“inconsistent”

20

150

1100

State 3:
consistent

&M (jpg@ustc.edu.cn)



1. Consistency

Consistency of Transaction

m ESHIACIDE R
° Atommty,@smte@ Isolation, Durability

T Consistent DB’

T~

Consistent DB

{HZ 55 N &R S A RIEDB ) — 3k

BIEERG KN 21 &M (jpg@ustc.edu.cn)



2. Correctness

DB should reflect real world

<>



2. Correctness

DB should reflect real world

Example: A telephone number

63600110 — — Correct
abcdengh— — Not correct
\
a N

Can be preserved by explicit constraints!

KCHECK (tel LIKE ‘[1-9][0-9][0-9][0-9][0-9][0-9][0-9][0-9T’) )

BAEE RGN A 23 &REM (jpg@ustc.edu.cn)



2. Correctness

DB should reflect real world

Example: A telephone number
63600110 — — Correct
90000000 —— Is it correct?

-
Not correct in reality, but

can DB know this?
\_

~

/

BAEE RGN A 24

Answer: NO!

RN (jpg@ustc.edu.cn)



2. Correctness

m Correctness of DB # Correctness of reality

Correctness of DB

MRFBEFEAFESHENITRE—HR, FRAESHITEREHIE
FET—EORTS, WBEEREEIEfHMY.

Consistency of DB + ACID of transaction

~ 7

Correctness of DB

BIEERG KN 25 &REM (jpg@ustc.edu.cn)



=\ BRERGSFES

m Consistency of DB A] & F &5 F&= i # A IR
o EHHIPE

o 4T

&

T

o RGIHIE

BIEERG KN
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1. EEHE

B AEERNESAERRIEEE

o AITNHARY E SHHUPE
o IMNAREFAI AL E0EPE, MBI REAE. HN
HAiERFFALEE
o IETNHARY E HHUPE

+MEHFaHE, SBESFSEAEPL. NAREFTEL
BRI SRHRE, BRGHITAHE

BIEERG KN 27 &M (jpg@ustc.edu.cn)



m EHfE (Hard Crash) ,

o FRUBH

BIEERG KN

L

2, JrEREPE

£k, BIRENHC

—F]ﬁiha ﬁ%ﬁ?ﬂ%
e

&HM (jpq@ustc.edu.cn)



3. RGHE

B RGBS PifE (Soft Crash) , HTOS
. DBMS%X {4 [o) i ok B BB ZF o) R S A 78
EEL, BHEBHENE

o XMFABAEAEBITINES, WIFEFAES, BF
ﬁ&%%ﬁ\%{i =

BIEERG KN 29 &M (jpq@ustc.edu.cn)



4. WIEPE R G FE e & SRS

= B

o ¥k E DBE gL B —BURTS
m AR

o & (Redundancy)

m LA
o EHIZMEBANBIRE
o BMEFHE (log)
o B FMMAZLFHITIRE

BIEERG KN 30 &M (jpg@ustc.edu.cn)



4. WIERE R G FE e & SRR

The recovery process

o Crash
| et | BITHES l
t0 M mwpRsxs 0 2
>

| ExAE M A B ST RE WEIBIT RS

\ & N —

RHORE RGRE gy | TRHEXH

= & BT
(1) BERMREEE, NEEEREIR
(2) FIAHSHITESWEREMRGHERE, —EREZWELER
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P;[l \ UndO EIL.\

n EFHFZIREThBEMRERNAEEAT
o UndoH7E. RedoHE. Undo/RedoHiE

B AEXHRNEIL IR B S HRITRE R F

B UndoHEXHHHAZR
o EFMFIGFRIC (<Start T>)
o BEEMAERIFE (<Commit, T>Zf <Abort T>)
o EEMEHIEEILR, —REBIEUTAR
* PITERIERVFE FRIR
* BRIENR
o EHEME GEAAZE)

BIEERG KN 32 &M (jpg@ustc.edu.cn)



1. UndoHZE#H N
B EENT—MEMIRIESER—THEILFE

<T,x, old-value>
B X ERMEZR, MMIZSrEEIER
DB E EI%E L

R HESHNMAEBRKNERBEEANEBER, &
<Commit,T>HEICE SR #ME L

Write Ahead Logging (WAL) 45 H &

BIEERG KN 33 &REM (jpg@ustc.edu.cn)



%5 HiE(Write-Ahead Log) & M

n EHEEEIMECH, MMEEMHNHEZICEYMEHE

2 E
B T1IGA B H900RT & 4 i . 15%&!:51900&
SEHE SEHEE, BELAREKELBEHE

<T1, Begin Transaction> RHE R S RER, TW_;V)_(EFLUNDO, \@lH\:EHEEﬁ':
<T1,A.1000,000> BFEHX, ANEFREERZHDEHIER,

FE it T AR E 1000
Ja5 H& MRAERE, MNAEREERREES, H
<T1, Begin Transaction> %zgiﬂﬁ—mwmﬁfﬁ, R

BAEE RGN A 34 &M (jpq@ustc.edu.cn)



Undo E lb\*)by"]

T1: *<Start,T>
Read (A,t);
t«—t —100;
Write (A,t); <T,A,1000>
Read (B,t);
t« t+ 100;
Write (B,t); <T,B,2000>
Flush Log
Output (A);
Output (B);
<Commit, T>
Flush Log Log
B P R G K 35

Initial:
A=1000
B=2000

&3 (jpg@ustc.edu.cn)



Undo E lb\*)by"]

T1:

Read (A,t);

t <« t —100;

Write (Ab);
Read (B,b);

t« t+ 100;

Write (B,t);

~ Flush'Log

Output (A);
Output (B);

Flush Log

== [Fail here

BAEE RGN A

36

Memory

A:900
B:2100

<Start,T>
<T,A,1000>
<T,B,2000>

— N

A:1000
B:2000

N~ L
Disk

&3 (jpg@ustc.edu.cn)



T1:

Read (A,t);

t <« t —100;

Write (Ab);
Read (B,b);

t« t+ 100;

Write (B,t);
Flush Log
Output (A);

Output (B);

Flush Log

BAEE RGN A

Undo E lb\*)by"]

Memory

Fail here

37

A:900

B:2100

<Start,T>
<T,A,1000>
<T,B,2000>

_—
\\

S
S

A:900

B:2000

\

<Start,T>

<T,A,1000>
<T,B,2000>
E—

Disk

&3 (jpg@ustc.edu.cn)



Undo E lb\*)by"]

Memory
T1:
t < t —100: : <Start,T>
! B:2100 ’
Write (A1) <T8.2000>
Read (B,t); <Commit,T>
t« t+ 100;
Write (B,t); o —
Flush Log < I
Output (A);
Output (B); A:900 | | <start,T>
. B:2100 | | <T,A,1000>
S — — d ere
Flush Log | . <T, B’22>/
Disk

BAEE RGN A 38 &M (jpq@ustc.edu.cn)



Undo E lb\*)by"]

T1:

Read (A,t);

t <« t —100;

Write (Ab);
Read (B,b);

t« t+ 100;

Write (B,t);
Flush Log
Output (A);
Output (B);

Flush Log

Success!
1

BAEE RGN A

39

Memory

A:900

B:2100

<Start, T>
<T,A,1000>
<T,B,2000>
<Commit,T>

A:900

B:2100

<Start, T>
<T,A,1000>
<T,B,2000>
<Commit,T>

Disk
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2. E?Undoﬁzu "Vﬁﬁ

The recovery process

| Hqn | BITHES l

0 "o mmAzRH @

i HE3XF
—

Recovery Here ‘)
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2. EFUndoBERRE

r \PFmEE, REAEEE<Commit,T>
‘%Zill-:bort T> MR EES, IA—1ESET
L

n NEEBBHBERABMBEERLRRE<T,XVv>,MRTe L
, i}
o write (X, v)
o output (X)
® Foreach Te Ldo
o write <Abort, T > to log

BIEERG KN 41 &M (jpg@ustc.edu.cn)



Eq:undo EJL.\ . ’Vﬁﬁ

T1:

Read (A,t);

t <« t —100;

Write (Ab);
Read (B,b);

t« t+ 100;

Write (B,t);

~ Flush'Log

Output (A);
Output (B);

Flush Log

== [Fail here

BAEE RGN A

42

Memory

A:900
B:2100

<Start, T>
<T,A,1000>
<T,B,2000>

— N

A:1000
B:2000

N~ L
Disk

RN (jpg@ustc.edu.cn)



2. EFUndoHE

T1:

Read (A,t);

t <« t —100;

Write (Ab);
Read (B,b);

t« t+ 100;

Write (B,t);
Flush Log
Output (A);

Output (B);

Flush Log

BAEE RGN A

Write(B,2000)
Output(B)

Write(A,1000)
Output(A)

Fail here

43

995 5

Memory
A:900
_ <Start,T>
B:2100 <T.A.1000>
<T,B,2000>
—
//
A:900 "<.Start,T>
B:2000 | | <T,A,1000>
<T,B,2000>
\ /
Disk

RN (jpg@ustc.edu.cn)



2. E?Undo E ITIX 'Vﬁﬁ

= What if failure during recovery?

No problem!

Just re-execute the recovery!
Because each recovery has same effect!

BAEE RGN A 44 &M (jpq@ustc.edu.cn)



3. UndoHERS

B <T,x,v>idFiEaraIIHE

B 5 A<Commit, T>2Z BN AISHIES N\
=

 MERNZHKEBIREXES, RHAEREXES
o B<Commit, T>HEFEECEEIHE

BIEERG KN 45 &M (jpg@ustc.edu.cn)



£ \ RECIO E VMRS

m ExXHEEHMECE, MNMNiIZIZEKHIRedoH

n EH
0%

m H;

el 0k &

SIEFEVNEw 5% E E (WAL)
25 B R AT 7T 5 <Commit, T>A%

BIZEUCR

o <T, X, v> - - Now vis the new value

BIEERG KN
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1. Redo E n_,\;JLJnIJ

T1: *<Start, T>

Read (At);

t«—t —100;

Write (A,t); <T,A,900>

Read (B,t);

t« t+ 100;

Write (B,t); <T,B,2100>

<Commit,T>

Flush Log

Output (A); Log

Output (B);

BAEE RGN A

47

Initial:
A=1000
B=2000
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RedoH lb\%)b)r"]

T Memory
Read (At);
A:900
t« t—100; B:2100 <Start, T>
Write (Ab); : <T,A,900>
: <T,B,2100>
Reac (B;L); <Commit,T>
t« t+ 100;

e - == == Fail here — T
‘Flush Log < >

Output (A);
Output (B); A:1000
B:2000
\ /
Disk
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T1:

Read (A,t);

t <« t —100;

Write (Ab);
Read (B,b);

t« t+ 100;

Write (B,t);
Flush Log

“Output (A); |

Output (B);

BAEE RGN A

Redo E lb\*)by"]

Fail here

49

A:900
_ <Start,T>

B:2100 <T A.900>
<T,B,2100>
<Commit,T>
<Start,T>

A:1000 ’
<T,A,900>

B:2000 <T,B,2100>

<Commit,T>

Disk

&3 (jpg@ustc.edu.cn)



T1:

Read (A,t);

t <« t —100;

Write (Ab);
Read (B,b);

t« t+ 100;

Write (B,t);
Flush Log
Output (A);

Output (B);

BAEE RGN A

Redo E lb\*)by"]

Fail here

50

A:900
_ <Start,T>

B:2100 <T A.900>
<T,B,2100>
<Commit,T>

<Start,T>

A:900 ’
<T,A,900>

B:2000 <T,B,2100>

<Commit,T>

Disk
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T1:

Read (A,t);

t <« t —100;

Write (Ab);
Read (B,b);

t« t+ 100;

Write (B,t);
Flush Log
Output (A);
Output (B);

BAEE RGN A

Redo E lb\*)by"]

Fail here

51

A:900
_ <Start,T>

B:2100 <T A.900>
<T,B,2100>
<Commit,T>
<Start,T>

A:900 ’
<T,A,900>

B:2100 <T,B,2100>

<Commit,T>

Disk
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2. EFRedoHERRKE

B \PTmHE, REAEAE<Commit, T>H
B, BMA—1MNEFZIIRLE

B NEEBHAGERAEBAEICE<T, X Vv>, MR Te L
, T
o write (X, v)
o output (X)
® Foreach TE Ldo
o write <Abort, T > to log

BIEERG KN 52 &M (jpg@ustc.edu.cn)



m RS HYE il

o %A <Commit T>1€§E’J?€E1’EM\E$§&E S ESE A
#BIE, EEREFTUAES

+ Differ from Undo logging

o B<Commit, T>IEFNERAGEALEKRE BHEE,
X Ik fE 1k E 2 Redo

+ Still differ from Undo logging

BIEERG KN 53 &M (jpg@ustc.edu.cn)



3. Undo vs. Redo

B Undo&ET i) ¥E#T (Immediate Update)
m Redo& T RE 51 (Deferred Update)
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3. Undo vs. Redo

T More buffers
Read (A,t); Read (A,t); [} But fewer IOs
t«<t —100; t«— t —100;
More [0s Write (A,t); Write (A,t);
Flush Log Output (A);
But fewer
buffers  |OuUtput (A); Read (B,t);
Read (B,t); t <« t+ 100;
t«— t+ 100; Write (B,t);
Write (B,t); Output (B);
Flush Log Flush Log <commit>
Output (B); <write A to disk>
Flush Log<commit> <write B to disk>

M ENE T (Undo log)

BAEE RGN A

FEIR E#T (Redo log)

55 RN (jpg@ustc.edu.cn)




75+ Undo/RedoH=

 EXWERHME R, MNIZIZHHERIER
WwAEHERHE L (WAL)

m H;

s R 3

IS0 R

o <T, X, v, w>
- = v Is the old value, w is the new value

m AT EDEE

BIEERG KN

#1, WA LAEIR S

&HM (jpq@ustc.edu.cn)



1. EFUndo/RedoHEMIKE

= IEr'cﬂEa'ﬁ HE, F<commit>HESFHA
;Je%oﬁll?&q“, ¥REERNESZHAUNdoO
|

n REEFEERE, ¥TF<T,xv,w>, ETHE
Undo%ljZ=H, N
o Write(x,v); Output(x)

p FEEFEAERE, XTF<T,xv,w>, ETHE
Redo%l3=+, NI
o Write(x,w); Output(x)

B XFUndo%3RHEIT, EA<abort, T>

BIEERG KN 57 &M (jpq@ustc.edu.cn)



1. EFUndo/RedoHERIKE

92 A R B ) 1. Undo%3 {T3,T4}; Redo
<Start,T1> {T1,T2}
<T1,B,2000,1900> 2  Undo

<Start, 72> T4: D=1000
<T2,A,1000,900> T3: B=1900
<Commit,T1> T3: C=3000
SRl U 3. Redo
<T3,C,3000,2000> T1:B=1900
<T3,B,1900,1800> T2:A=900
~Commit,T2> 4. Write log
<Start,T4> <Abort, T3>
<T4,D,1000,1200> <Abort, T4>
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1. EFUndo/RedoHERMIKE

® tUndo/gRedo

R AR i H &
<Start,T1>
<Start,T2>

T1ZUNDO, T2ZREDO

R 5%REDO, NA=1100; /57
<T1,A,1000,1200> UNDO, A=1000. A IE#f

<T72,A,1000,1100>

< Commit,T2> £UNDO, A=1000; RA)5SREDO, A

—1100., IE#

BAEE RGN A 59 &REM (jpg@ustc.edu.cn)



+. ¥ 5 (Checkpoint)

B UERGHELER, HMAEAE. T2
ZEANBERBEUNDOSIFRFMREDOSFE

o WERHUIEXFEN], EHHEXHEKIRR

o KRHMER/TENREDOFIRRK, FEIRETEE
BRI

BIEERG KN 60 &M (jpg@ustc.edu.cn)



1. Simple Checkpoint

Periodically:
(1) Do not accept new transactions

(2) Wait until all transactions finish
(commit/abort)

(3) Flush all log records to disk (log)

(4) Flush all buffers to disk (DB)

(5) Write “checkpoint” record on disk (log)
(6) Resume transaction processing

BAEE RGN A 61 &M (jpq@ustc.edu.cn)



2. Checkpoint-Based Recovery
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2. Checkpoint-Based Recovery
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<start,T1>
<start,T2>
<start, T3>
<commit, T1>
<abort,T2>
.<.c.:ommit,T3>
<checkpoint>
<start,T4>
<start, T5>

<commit, T4>
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